Abstract-Wavelet Analysis method is considered as one of the most efficient methods for detecting DDoS attacks. However, during the peak data communication hours with a large amount of data transactions, this method is required to collect too many samples that will greatly increase the computational complexity. Therefore, the real-time response time as well as the accuracy of attack detection becomes very low. To address the above problem, we propose a new DDoS detection method called Modified Wavelet Analysis method which is based on the existing Isomap algorithm and wavelet analysis. In the paper, we present our new model and algorithm for detecting DDoS attacks and demonstrate the reasons of why we enlarge the Hurst's value of the self-similarity in our new approach. Finally we present an experimental evaluation to demonstrate that the proposed method is more efficient than the other traditional methods based on wavelet analysis.
helps the network analysts greatly in detecting the abnormalities from the legitimate network traffic. Because of the distribution and concealment of DDoS attacks, they can produce noticeable influence on the self-similarity of network traffic.
Therefore, some studies have been conducted on the detection of DDoS attacks via the decrease of Hurst parameter in the self-similarity of network traffic [1, 3, 4, [6] [7] [8] [9] . These methods require statistics of self-similarity of normal network traffic before the attack occurs. Ren and Li et al. commented that the wavelet analysis method is much more useful than other existing methods, such as variance time plot (VTP), periodogram, R/S analysis, and Whittle's estimator etc. in computing the Hurst parameter. Although the wavelet analysis method can detect DDoS attacks. during the busy traffic times, it needs to collect too many samples which will increase the computational complexity of the method significantly. This will in turn affect the realtime response time and the accuracy of the detection process.
To overcome the above weaknesses of the traditional methods, we propose a new method called "Modified Wavelet Analysis" that is based on dimension reduction and wavelet analysis. The new algorithm can make the attributes of the data highly abstracted. It enhances the relevance of the attributes of the data, and enlarges the change of the Hurst parameter between the normal and abnormal network traffic patterns. Thus the new approach can avoid the falsenegative and positive-negative findings effectively. Moreover, the new method can reduce the dimension of the network data greatly, so the processed data can then be used for analysis more efficiently. The experiments show that the efficiency of our method can be achieved in many different perspectives. The rest of the paper is organized as follows. We first briefly introduce the related work in Section 2. Then we propose our new method in Section 3. In Section 4, through experimental evaluation, attack traffic is studied with our new method. Finally, we conclude the paper with a brief summary and discussion of future work in Section 5.
II. RELATED WORK
When a network is flooded by DDoS attacks, the normal data transformations of TCP packets in that network will be jammed and then the self-similarity of the network traffic will be decreased noticeably. If the network is overwhelmed with DDoS attack packets, the traffic model tends to be a Poisson distribution [4] . As stated in [4, 5] , the main reason of causing self-similarity of the traffic is the heavytailed distributions of file sizes. The Hurst value ( H ) is the only parameter of the self-similarity, whose range is between (0.5, 1) . The larger the value of H , the higher the possibility of self-similarity in the network traffic. So, the differentiation of the value of H in the abnormal and the normal network traffic can help in identifying DDoS attacks, which is much easier than the common feature matching based approaches. Different from the traditional statistical detection methods, the Hurst value analysis can distinguish between busy traffic and DDoS attacks.
Several DDoS detection methods [1, 4, 6] have been proposed based on wavelet analysis. These methods can distinguish between busy traffic and DDoS attacks, and are sensitive to the change of the Hurst parameter. Ren Xunyi et al. [8] have compared the Rescales Range Analysis and the Wavelet Analysis method and the result shows that the latter is more fit and more sensitive than R/S in detecting DDoS type of the network attacks. Yongli, et al. [7] have analyzed and examined the existing wavelet analysis methods that are based on the energy method, such as variance of wavelet coefficient method, spectrum estimation method and energy method.
When we calculate the Hurst value in wavelet analysis, there are two things must be considered carefully: the choice of different wavelet functions and the influence of vanishing moments on the estimation of the Hurst parameter. It is still an open problem to decide which wavelet function would be the best for estimating H .
Ren Xunyi et al. [9] have carried out a large number of experiments with three different wavelet bases (dbN, symN, coifN) and showed that the average change of Hurst estimations by dbN is maximized when DDoS attacks take place. Therefore we can describe the traditional DDoS attack detection method based on wavelet analysis as follows:
Algor ithm 2.1 DDoS attack detection method based on wavelet analysis [4] :
Step 1: Extract the data from the character library and generate a matrix N .
Step 2: Choose the Db(3) as the analysis wavelet and compute its maximum scale.
Step 3: Use the wavelet function to decompose the signal N , and obtain the wavelet coefficient matrix [ , ] C L .
Step 4: When ( 
Step 6: For a given DDoS attacks always generate enormous data packets to send to the target through a large number of agents. They can easily exhaust the computing and communication resources of the victim within a short period of time. The attributes of data packets usually appear in multidimensional data format, in which there is a large amount of less important and meaningless information. Therefore, it is necessary to use some dimension reduction algorithms to extract more relevant and important information that can be presented in low-dimensional structures for easy analysis and detection of DDoS attacks.
The classical techniques for manifold learning, such as Principal Components Analysis (PCA) and MultiDimensional Scaling (MDS), are designed to operate when the sub-manifold is embedded linearly, or almost linearly, in the observation space. However, these algorithms often fail due to the nonlinear structures of the network packets. Since the computation of the Hurst parameter in the selfsimilarity of network traffic rely heavily on the global structure, and analysts therefore wish to keep more information of the data packages through the dimension reduction in which the geometrical structures can be preserved.
Thus, we use a nonlinear global dimension reduction method called Isomap [10] to recover the intrinsic geometric structure of the data manifolds. Isomap is a global algorithm which attempts to preserve the geometry at all scales, mapping nearby points on the manifold to nearby points in a low-dimensional space, and the faraway points to faraway points [11] .
The four steps of the Isomap algorithm is described below [10] :
Step 1: Calculate the k nearest neighbors of data i X from the observed data set { } Step 2: Determine a neighborhood graph G of the data set
is one of the k nearest neighbors of data i X (and vice versa).
Step The wavelet analysis with the calculation of the Hurst parameter is always carried out with a threshold to determine whether a DDoS attack is occurring or not [1, 4] . Usually with normal network traffic, the Hurst value of selfsimilarity should be around 0.75. If the Hurst value is less than 0.5, we will consider that the network traffic is out of self-similarity. Thus, we always set the threshold θ in Algorithm 2.1 to less than 0.25. So if we choose an inappropriate θ the detection methods will cause a large volume of false-negative and positive-negative findings. The sample capacity of wavelet analysis will be large, and the process of calculation will become very slow, the requirements of calculation ability and storage capacity are high. Therefore, the current methods do not work very well in detecting weak DDoS attacks. Fig.1 shows the framework of our new approach. The new method is implemented by Algorithm 3.1 given below: The new algor ithm 3.1 DDoS attack detection method based on wavelet analysis [4] and Isomap dimension reduction [10] :
Step 1: Extract the data from the character library and make up the matrix • Apply MDS to the resulting shortest-path distance matrix
to find a new embedding of the data in Euclidean space.
Step 3: Choose the Db(3) for wavelet analysis and compute its maximum scale.
Step 4: Use wavelet function to decompose the signal X , and obtain the wavelet coefficient matrix[ , ] C L .
Step Step 7: For a given Isomap is a dimension reduction algorithm that can preserve the global geometric structure of the data. This method takes the advantages of both PCA and MDS including 1) computational efficiency, 2) few free parameters, 3) non-iterative global optimization of a natural cost function-with the ability to recover the intrinsic geometric structure of a broad class of nonlinear data manifolds [11] . From the above discussion we can see that the reason of self-similarity of network traffic is the heavy-tailed distributions of file sizes. Self-similarity means that the whole and parts (or between different parts) of the traffic possess the similar characteristics, i.e., they all have the invariance in geometric or nonlinear transformations. Isomap is a nonlinear method that can better preserve the original properties of the data than the traditional linear algorithms. Thus we choose Isomap for the reduction of the dimensions of network data to decrease the complexity and increase the relevance of analytical data. This method enlarges the differentiation of the Hurst value between normal and abnormal network traffics. This alleviates the dependence of the wavelet analysis on the threshold θ and avoids the false-negative and positive-negative findings greatly.
IV. CASE STUDIES
To evaluate our new method, we have selected a set of data with different volumes from the KDD99 Cup dataset randomly. The KDD99 dataset used for The Third International Knowledge Discovery and Data Mining Tools Competition [13] contains 5 weeks of tcpdumps from a simulated network from DARPA. Although the KDD99 dataset has been shown to have certain deficiencies, it is still the only publicly available large benchmark dataset which may assist in the baseline comparison of different methods [12] . The attack types include teardrop and neptune. We choose 0.15 as the value of thresholdθ , which means that if the change of the Hurst value becomes larger than 0.15, we then consider that a DDoS attack may be occurring. Table 1 given below provides the comparison between the results of our new approach and the traditional approach. In Table 1 , the result for the old method is labeled as "H-Wavelet" and the result for the new method is labeled as "H-Combined". Table 1 shows the results of comparison among three sets of data. The first data set includes 2,436 data items, where 921 data items are neptune attacks, the others are normal network traffic. The change of the Hurst parameter in traditional Wavelet Analysis method is 0.0347, which is far less than 0.15, while the change of the Hurst parameter in our new method is 0.1556 which is larger than 0.15.This indicates that by using the new method, we can detect the DDoS attacks while the traditional method does not perform well. The situation of the third data set is the same as the first one, in which there are 448 data items including 155 neptune data items.
A set of 6,110 data items, which consist of 921 neptune attack data items and 459 ipsweep attack data items, makes up the second group. Unfortunately, both methods cannot detect DDoS attacks directly because of the change of the Hurst value is always less than 0.15. This could be because these two different types of attacks have been mixed up into a new pattern which is very similar to that of the normal traffic. On the other hand, our method still enlarges the change of the Hurst value. Fig.2(a) and Fig.2(b) show the oscillograms of the normal and the abnormal network traffic of the second data set respectively. We have also conducted some other experiments to evaluate the new approach. All of the experimental results show that the new approach can detect the weak DDoS attacks very well. CONCLUSION AND FUTURE WORK In this paper, we have proposed an improved DDoS attack detection method that combines the traditional Wavelet Analysis method and the Isomap dimensiondeduction method. The Isomap algorithm can be used to not only reduce the dimensions of the network traffic data, but also to enhance the relevance of the analytical network data. The new method can help us to detect the weak DDoS attacks by enlarging the differentiation of the Hurst parameter. We then can use the Wavelet Analysis method to calculate the self-similarity of the network traffic data. The experiments have shown that the new method can detect weak DDoS attacks better than the traditional method. The experiments also show that the new approach can avoid the false-negative and positive-negative findings more effectively. On the other hand, the iteration of the Isomap algorithm is an extra step of computation in the new method which will have an impact on its performance. Thus in the future we will attempt to use parallel algorithms or GPU methods to tackle the real-time detection of DDoS attacks and to validate our method.
